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NOTATION

Even the natives have difficulty mastering this peculiar vocabulary.

—The Golden Bough, Sir James George Frazer

Symbol Expression Meaning
D, K D(K, Y) Symmetric decryption of ciphertext Y using secret key K
D, PR, D(PR,, Y) Asymmetric decryption of ciphertext Y using A’s private key PR,
D, PU, D(PU,,Y) Asymmetric decryption of ciphertext Y using A’s public key PU,
E, K E(K, X) Symmetric encryption of plaintext X using secret key K
E, PR, E(PR,, X) Asymmetric encryption of plaintext X using A’s private key PR,
E, PU, E(PU, X) Asymmetric encryption of plaintext X using A’s public key PU,
K Secret key
PR, Private key of user A
PU, Public key of user A
MAC, K MAC(K, X) Message authentication code of message X using secret key K
GF(p) The finite field of order p, where p is prime.The field is defined as
the set Z,, together with the arithmetic operations modulo p.

GF(2") The finite field of order 2"
Z, Set of nonnegative integers less than n

. Greatest common divisor; the largest positive integer that divides
e ged(@, j) both i and j with no remainder on division.
mod amod m Remainder after division of a by m
mod, = a = b(mod m) a mod m = b mod m
mod, # a # b(mod m) a modm # b modm
dlog dlog,, ,(b) Discrete logarithm of the number b for the base a (mod p)

The number of positive integers less than » and relatively prime to n.

& () This is Euler’s totient function.
S, ﬁ;ai aq +ta+---+a,
II ,-ljlai a X ap X - Xa,




Xii NOTATION

Symbol Expression Meaning

| ilj i divides j, which means that there is no remainder when j is divided
by i

[, | la| Absolute value of a

[ x|y x concatenated with y

~ x =y X is approximately equal to y

® )y E?{Cll.lSiVe-OR.Of x and y for single-bit Va.riable.s; .
Bitwise exclusive-OR of x and y for multiple-bit variables

] |x] The largest integer less than or equal to x

€ x €S The element x is contained in the set S.

«—>

The integer A corresponds to the sequence of integers (ay, @y, . . . ay)




PREFACE

“There is the book, Inspector. I leave it with you, and you cannot doubt that it
contains a full explanation.”

— The Adventure of the Lion’s Mane, Sir Arthur Conan Doyle

In the four years since the fifth edition of this book was published, the field has seen contin-
ued innovations and improvements. In this new edition, I try to capture these changes while
maintaining a broad and comprehensive coverage of the entire field. To begin this process
of revision, the fifth edition of this book was extensively reviewed by a number of professors
who teach the subject and by professionals working in the field. The result is that, in many
places, the narrative has been clarified and tightened, and illustrations have been improved.

Beyond these refinements to improve pedagogy and user-friendliness, there have been
substantive changes throughout the book. Roughly the same chapter organization has been
retained, but much of the material has been revised and new material has been added. The
most noteworthy changes are as follows:

Network access control: A new chapter provides coverage of network access control,
including a general overview plus discussions of the Extensible Authentication Proto-
col and IEEE 802.1X.

Cloud security: A new section covers the security issues relating to the exciting new
area of cloud computing.

SHA-3: A new section covers the new cryptographic hash standard, SHA-3, which was
adopted in 2012.

Key wrapping: The use of key wrapping to protect symmetric keys has been adopted in
a number of applications. A new section covers this topic.

Elliptic Curve Digital Signature Algorithm (ECDSA): Because ECDSA is more effi-
cient than other digital signature schemes, it is increasingly being adopted for digital
signature applications. A new section covers ECDSA.

RSA Probabilistic Signature Scheme (RSA-PSS): RSA-based digital signature
schemes are perhaps the most widely used. A new section covers the recently standard-
ized RSA-PSS, which is in the process of replacing older RSA-based schemes.

True random number generator: True random number generators have traditionally
had a limited role because of their low bit rate, but a new generation of hardware true
random number generators is now available that is comparable in performance to soft-
ware pseudorandom number generators. A new section covers this topic and discusses
the Intel Digital Random Number Generator (DRNG).

Personal identity verification (PIV): The NIST has issued a comprehensive set of
standards for smartcard-based user authentication that is being widely adopted. A new
section covers PIV.

xiii
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* Mobile device security: Mobile device security has become an essential aspect of enter-
prise network security. A new section covers this important topic.

* Malicious software: This chapter provides a different focus than the chapter on mali-
cious software in the previous edition. Increasingly we see backdoor/rootkit type mal-
ware installed by social engineering attacks, rather than more classic virus/worm direct
infection. And phishing is even more prominent than ever. These trends are reflected in
the coverage.

e Sample syllabus: The text contains more material than can be conveniently covered
in one semester. Accordingly, instructors are provided with several sample syllabi that
guide the use of the text within limited time (e.g., 16 weeks or 12 weeks). These samples
are based on real-world experience by professors with the fifth edition.

* VideoNotes on Sage examples: The new edition is accompanied by a number of
VideoNotes lectures that amplify and clarify the cryptographic examples presented
in Appendix B, which introduces Sage.

* Learning objectives: Each chapter now begins with a list of learning objectives.

OBJECTIVES

It is the purpose of this book to provide a practical survey of both the principles and practice
of cryptography and network security. In the first part of the book, the basic issues to be
addressed by a network security capability are explored by providing a tutorial and survey
of cryptography and network security technology. The latter part of the book deals with the
practice of network security: practical applications that have been implemented and are in
use to provide network security.

The subject, and therefore this book, draws on a variety of disciplines. In particular, it
is impossible to appreciate the significance of some of the techniques discussed in this book
without a basic understanding of number theory and some results from probability theory.
Nevertheless, an attempt has been made to make the book self-contained. The book not
only presents the basic mathematical results that are needed but provides the reader with an
intuitive understanding of those results. Such background material is introduced as needed.
This approach helps to motivate the material that is introduced, and the author considers
this preferable to simply presenting all of the mathematical material in a lump at the begin-
ning of the book.

SUPPORT OF ACM/IEEE COMPUTER SCIENCE CURRICULA 2013

The book is intended for both academic and professional audiences. As a textbook, it is
intended as a one-semester undergraduate course in cryptography and network security for
computer science, computer engineering, and electrical engineering majors. The changes
to this edition are intended to provide support of the current draft version of the ACM/
IEEE Computer Science Curricula 2013 (CS2013). CS2013 adds Information Assurance and
Security (IAS) to the curriculum recommendation as one of the Knowledge Areas in the
Computer Science Body of Knowledge. The document states that IAS is now part of the
curriculum recommendation because of the critical role of IAS in computer science educa-
tion. CS2013 divides all course work into three categories: Core-Tier 1 (all topics should be
included in the curriculum), Core-Tier-2 (all or almost all topics should be included), and
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elective (desirable to provide breadth and depth). In the IAS area, CS2013 recommends
topics in Fundamental Concepts and Network Security in Tier 1 and Tier 2, and Cryptog-
raphy topics as elective. This text covers virtually all of the topics listed by CS2013 in these
three categories.

The book also serves as a basic reference volume and is suitable for self-study.

PLAN OF THE TEXT

The book is divided into seven parts, which are described in Chapter 0.

e Symmetric Ciphers

e Asymmetric Ciphers

¢ Cryptographic Data Integrity Algorithms

* Mutual Trust

* Network and Internet Security

e System Security

e Legal and Ethical Issues

The book includes a number of pedagogic features, including the use of the

computer algebra system Sage and numerous figures and tables to clarify the discussions.
Each chapter includes a list of key words, review questions, homework problems, and
suggestions for further reading. The book also includes an extensive glossary, a list of

frequently used acronyms, and a bibliography. In addition, a test bank is available to
instructors.

INSTRUCTOR SUPPORT MATERIALS

The major goal of this text is to make it as effective a teaching tool for this exciting and fast-
moving subject as possible. This goal is reflected both in the structure of the book and in the
supporting material. The text is accompanied by the following supplementary material that
will aid the instructor:

* Solutions manual: Solutions to all end-of-chapter Review Questions and Problems.

* Projects manual: Suggested project assignments for all of the project categories listed
below.

* PowerPoint slides: A set of slides covering all chapters, suitable for use in lecturing.

* PDF files: Reproductions of all figures and tables from the book.

* Test bank: A chapter-by-chapter set of questions with a separate file of answers.

* Sample syllabuses: The text contains more material than can be conveniently covered
in one semester. Accordingly, instructors are provided with several sample syllabuses

that guide the use of the text within limited time. These samples are based on real-world
experience by professors with the fifth edition.

All of these support materials are available at the Instructor Resource Center (IRC) for
this textbook, which can be reached through the publisher’s Web site www.pearsonhighered
.com/stallings or by clicking on the link labeled Pearson Resources for Instructors at this book’s


www.pearsonhighered.com/stallings
www.pearsonhighered.com/stallings

xvi

Companion Web site at WilliamStallings.com/Cryptography. To gain access to the IRC, please
contact your local Pearson sales representative via pearsonhighered.com/educator/replocator/
requestSalesRep.page or call Pearson Faculty Services at 1-800-526-0485.

The Companion Web site, at WilliamStallings.com/Cryptography (click on Instructor
Resources link), includes the following:

Links to Web sites for other courses being taught using this book

Sign-up information for an Internet mailing list for instructors using this book to
exchange information, suggestions, and questions with each other and with the author

For many instructors, an important component of a cryptography or network security course
is a project or set of projects by which the student gets hands-on experience to reinforce
concepts from the text. This book provides an unparalleled degree of support, including
a projects component in the course. The IRC not only includes guidance on how to assign
and structure the projects, but also includes a set of project assignments that covers a broad
range of topics from the text:

Sage projects: Described in the next section.

Hacking project: Exercise designed to illuminate the key issues in intrusion detection
and prevention.

Block cipher projects: A lab that explores the operation of the AES encryption algo-
rithm by tracing its execution, computing one round by hand, and then exploring the
various block cipher modes of use. The lab also covers DES. In both cases, an online
Java applet is used (or can be downloaded) to execute AES or DES.

Lab exercises: A series of projects that involve programming and experimenting with
concepts from the book.

Research projects: A series of research assignments that instruct the student to research
a particular topic on the Internet and write a report.

Programming projects: A series of programming projects that cover a broad range of
topics and that can be implemented in any suitable language on any platform.
Practical security assessments: A set of exercises to examine current infrastructure and
practices of an existing organization.

Firewall projects: A portable network firewall visualization simulator, together with
exercises for teaching the fundamentals of firewalls.

Case studies: A set of real-world case studies, including learning objectives, case
description, and a series of case discussion questions.

Writing assignments: A set of suggested writing assignments, organized by chapter.

Reading/report assignments: A list of papers in the literature —one for each chapter—
that can be assigned for the student to read and then write a short report.

This diverse set of projects and other student exercises enables the instructor to use the
book as one component in a rich and varied learning experience and to tailor a course plan to
meet the specific needs of the instructor and students. See Appendix A in this book for details.
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THE SAGE COMPUTER ALGEBRA SYSTEM

One of the most important features of this book is the use of Sage for cryptographic exam-
ples and homework assignments. Sage is an open-source, multiplatform, freeware package that
implements a very powerful, flexible, and easily learned mathematics and computer algebra
system. Unlike competing systems (such as Mathematica, Maple, and MATLAB), there are
no licensing agreements or fees involved. Thus, Sage can be made available on computers and
networks at school, and students can individually download the software to their own personal
computers for use at home. Another advantage of using Sage is that students learn a powerful,
flexible tool that can be used for virtually any mathematical application, not just cryptography.

The use of Sage can make a significant difference to the teaching of the mathematics of
cryptographic algorithms. This book provides a large number of examples of the use of Sage
covering many cryptographic concepts in Appendix B, which is included in this book.

Appendix C lists exercises in each of these topic areas to enable the student to gain
hands-on experience with cryptographic algorithms. This appendix is available to instruc-
tors at the IRC for this book. Appendix C includes a section on how to download and get
started with Sage, a section on programming with Sage, and exercises that can be assigned to
students in the following categories:

* Chapter 2— Classical Encryption: Affine ciphers and the Hill cipher.

* Chapter 3—Block Ciphers and the Data Encryption Standard: Exercises based on
SDES.

* Chapter 4—Basic Concepts in Number Theory and Finite Fields: Euclidean and
extended Euclidean algorithms, polynomial arithmetic, and GF(24).

* Chapter 5— Advanced Encryption Standard: Exercises based on SAES.

¢ Chapter 6—Pseudorandom Number Generation and Stream Ciphers: Blum Blum
Shub, linear congruential generator, and ANSI X9.17 PRNG.

* Chapter 8—Number Theory: Euler’s Totient function, Miller Rabin, factoring, modu-
lar exponentiation, discrete logarithm, and Chinese remainder theorem.

* Chapter 9—Public-Key Cryptography and RSA: RSA encrypt/decrypt and signing.

* Chapter 10— Other Public-Key Cryptosystems: Diffie-Hellman, elliptic curve.

¢ Chapter 11— Cryptographic Hash Functions: Number-theoretic hash function.

* Chapter 13— Digital Signatures: DSA.

ONLINE DOCUMENTS FOR STUDENTS

For this new edition, a tremendous amount of original supporting material for students
has been made available online, at two Web locations. The Companion Web site, at
WilliamStallings.com/Cryptography (click on Student Resources link), includes a list of rel-
evant links organized by chapter and an errata sheet for the book.

Purchasing this textbook new also grants the reader six months of access to the Premium
Content site, which includes the following materials:

* Online chapters: To limit the size and cost of the book, four chapters of the book
are provided in PDF format. This includes three chapters on computer security
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and one on legal and ethical issues. The chapters are listed in this book’s table
of contents.

Online appendices: There are numerous interesting topics that support material found
in the text but whose inclusion is not warranted in the printed text. A total of 20 online
appendices cover these topics for the interested student. The appendices are listed in
this book’s table of contents.

Homework problems and solutions: To aid the student in understanding the material, a
separate set of homework problems with solutions are available.

Key papers: A number of papers from the professional literature, many hard to find,
are provided for further reading.

Supporting documents: A variety of other useful documents are referenced in the text
and provided online.

Sage code: The Sage code from the examples in Appendix B is useful in case the student
wants to play around with the examples.

To access the Premium Content site, click on the Premium Content link at the Com-
panion Web site or at pearsonhighered.com/stallings and enter the student access code
found on the card in the front of the book.

This new edition has benefited from review by a number of people who gave generously of
their time and expertise. The following people reviewed all or a large part of the manuscript:
Steven Tate (University of North Carolina at Greensboro), Kemal Akkaya (Southern Illinois
University), Bulent Yener (Rensselaer Polytechnic Institute), Ellen Gethner (University of
Colorado, Denver), Stefan A. Robila (Montclair State University), and Albert Levi (Sabanci
University, Istanbul, Turkey).

Thanks also to the people who provided detailed technical reviews of one or more
chapters: Kashif Aftab, Jon Baumgardner, Alan Cantrell, Rajiv Dasmohapatra, Edip
Demirbilek, Dhananjoy Dey, Dan Dieterle, Gerardo Iglesias Galvan, Michel Garcia, David
Gueguen, Anasuya Threse Innocent, Dennis Kavanagh, Duncan Keir, Robert Knox, Bob
Kupperstein, Bo Lin, Kousik Nandy, Nickolay Olshevsky, Massimiliano Sembiante, Oscar
So, and Varun Tewari.

In addition, I was fortunate to have reviews of individual topics by “subject-area
gurus,” including Jesse Walker of Intel (Intel’s Digital Random Number Generator), Russ
Housley of Vigil Security (key wrapping), Joan Daemen (AES), Edward F. Schaefer of
Santa Clara University (Simplified AES), Tim Mathews, formerly of RSA Laboratories
(S'MIME), Alfred Menezes of the University of Waterloo (elliptic curve cryptography),
William Sutton, Editor/Publisher of The Cryptogram (classical encryption), Avi Rubin of
Johns Hopkins University (number theory), Michael Markowitz of Information Security
Corporation (SHA and DSS), Don Davis of IBM Internet Security Systems (Kerberos),
Steve Kent of BBN Technologies (X.509), and Phil Zimmerman (PGP).

Nikhil Bhargava (IIT Delhi) developed the set of online homework problems and so-
lutions. Dan Shumow of Microsoft and the University of Washington developed all of the
Sage examples and assignments in Appendices B and C. Professor Sreekanth Malladi of
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Dakota State University developed the hacking exercises. Lawrie Brown of the Australian
Defence Force Academy provided the AES/DES block cipher projects and the security
assessment assignments.

Sanjay Rao and Ruben Torres of Purdue University developed the laboratory exer-
cises that appear in the IRC. The following people contributed project assignments that
appear in the instructor’s supplement: Henning Schulzrinne (Columbia University); Cetin
Kaya Koc (Oregon State University); and David Balenson (Trusted Information Systems
and George Washington University). Kim McLaughlin developed the test bank.

Finally, I thank the many people responsible for the publication of this book, all of
whom did their usual excellent job. This includes the staff at Pearson, particularly my editor
Tracy Johnson, associate editor Carole Snyder, production supervisor Robert Engelhardt,
and production project manager Pat Brown. I also thank Shiny Rajesh and the production
staff at Integra for another excellent and rapid job. Thanks also to the marketing and sales
staffs at Pearson, without whose efforts this book would not be in front of you.

With all this assistance, little remains for which I can take full credit. However, I am
proud to say that, with no help whatsoever, I selected all of the quotations.
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2 CHAPTER 0 / GUIDE FOR READERS AND INSTRUCTORS

The art of war teaches us to rely not on the likelihood of the enemy’s not coming,
but on our own readiness to receive him; not on the chance of his not attacking, but
rather on the fact that we have made our position unassailable.

—The Art of War, Sun Tzu

This book, with its accompanying Web sites, covers a lot of material. Here we give
the reader an overview.

0.1 OUTLINE OF THIS BOOK

Following an introductory chapter, Chapter 1, the book is organized into seven

parts:

Part One:

Part Two:

Part Three:

Part Four:

Part Five:

Part Six:

Part Seven:

Symmetric Ciphers: Provides a survey of symmetric encryption,
including classical and modern algorithms. The emphasis is on the most
important algorithm, the Advanced Encryption Standard (AES). Also
covered is the Data Encryption Standard (DES). This part also covers
the most important stream encryption algorithm, RC4, and the topic of
pseudorandom and random number generation.

Asymmetric Ciphers: Provides a survey of public-key algorithms,
including RSA (Rivest-Shamir-Adelman) and elliptic curve.

Cryptographic Data Integrity Algorithms: Begins with a survey of
cryptographic hash functions. This part then covers two approaches
to data integrity that rely on cryptographic hash functions: message
authentication codes and digital signatures.

Mutual Trust: Covers key management and key distribution topics and
then covers user authentication techniques.

Network Security and Internet Security: Examines the use of crypto-
graphic algorithms and security protocols to provide security over net-
works and the Internet. Topics covered include network access control,
cloud security, transport-level security, wireless network security, e-mail
security, and IP security.

System Security: Deals with security facilities designed to protect a
computer system from security threats, including intruders, viruses,
and worms. This part also looks at firewall technology.

Legal and Ethical Issues: Deals with the legal and ethical issues related
to computer and network security.

A number of online appendices at this book’s Premium Content Web site
cover additional topics relevant to the book.



The material in this book is organized into four broad categories:

Cryptographic algorithms: This is the study of techniques for ensuring the
secrecy and/or authenticity of information. The three main areas of study in
this category are (1) symmetric encryption, (2) asymmetric encryption, and
(3) cryptographic hash functions, with the related topics of message authenti-
cation codes and digital signatures.

Mutual trust: This is the study of techniques and algorithms for providing
mutual trust in two main areas. First, key management and distribution deals
with establishing trust in the encryption keys used between two communicat-
ing entities. Second, user authentication deals with establishing trust in the
identity of a communicating partner.

Network security: This area covers the use of cryptographic algorithms in
network protocols and network applications.

Computer security: In this book, we use this term to refer to the security
of computers against intruders (e.g., hackers) and malicious software (e.g.,
viruses). Typically, the computer to be secured is attached to a network, and
the bulk of the threats arise from the network.

The first two parts of the book deal with two distinct cryptographic
approaches: symmetric cryptographic algorithms and public-key, or asymmetric,
cryptographic algorithms. Symmetric algorithms make use of a single key shared
by two parties. Public-key algorithms make use of two keys: a private key known
only to one party and a public key available to other parties.

This book covers a lot of material. For the instructor or reader who wishes a shorter
treatment, there are a number of opportunities.

To thoroughly cover the material in the first three parts, the chapters should
be read in sequence. With the exception of the Advanced Encryption Standard
(AES), none of the material in Part One requires any special mathematical back-
ground. To understand AES, it is necessary to have some understanding of finite
fields. In turn, an understanding of finite fields requires a basic background in
prime numbers and modular arithmetic. Accordingly, Chapter 4 covers all of these
mathematical preliminaries just prior to their use in Chapter 5 on AES. Thus, if
Chapter 5 is skipped, it is safe to skip Chapter 4 as well.

Chapter 2 introduces some concepts that are useful in later chapters of Part
One. However, for the reader whose sole interest is contemporary cryptography, this
chapter can be quickly skimmed. The two most important symmetric cryptographic
algorithms are DES and AES, which are covered in Chapters 3 and 5, respectively.
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Chapter 6 covers specific techniques for using what are known as block
symmetric ciphers. Chapter 7 covers stream ciphers and random number
generation. These two chapters may be skipped on an initial reading, but this
material is referenced in later parts of the book.

For Part Two, the only additional mathematical background that is needed
is in the area of number theory, which is covered in Chapter 8. The reader who
has skipped Chapters 4 and 5 should first review the material on Sections 4.1
through 4.3.

The two most widely used general-purpose public-key algorithms are RSA and
elliptic curve, with RSA enjoying wider acceptance. The reader may wish to skip the
material on elliptic curve cryptography in Chapter 10, at least on a first reading.

In Part Three, the topics of Sections 12.6 and 12.7 are of lesser importance.

Parts Four, Five, and Six are relatively independent of each other and can be
read in any order. These three parts assume a basic understanding of the material in
Parts One, Two, and Three. The five chapters of Part Five, on network and Internet
security, are relatively independent of one another and can be read in any order.

0.3 INTERNET AND WEB RESOURCES

There are a number of resources available on the Internet and the Web that support
this book and help readers keep up with developments in this field.

Web Sites for This Book

Three Web sites provide additional resources for students and instructors.

There is a Companion Web site for this book at http://williamstallings.com/
Cryptography. For students, this Web site includes a list of relevant links, organized
by chapter, and an errata list for the book. For instructors, this Web site provides
links to course pages by professors teaching from this book.

There is also an access-controlled Premium Content Web site, which provides
a wealth of supporting material, including additional online chapters, additional on-
line appendices, a set of homework problems with solutions, copies of a number of
key papers in this field, and a number of other supporting documents. See the card
at the front of this book for access information.

Finally, additional material for instructors, including a solutions manual and a
projects manual, is available at the Instructor Resource Center (IRC) for this book.
See Preface for details and access information.

Computer Science Student Resource Site

I also maintain the Computer Science Student Resource Site, at Computer
ScienceStudent.com. The purpose of this site is to provide documents, information,
and links for computer science students and professionals. Links and documents are
organized into seven categories:

° Math: Includes a basic math refresher, a queuing analysis primer, a number
system primer, and links to numerous math sites.
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How-to: Advice and guidance for solving homework problems, writing techni-
cal reports, and preparing technical presentations.

Research resources: Links to important collections of papers, technical reports,
and bibliographies.

Other useful: A variety of other useful documents and links.

Computer science careers: Useful links and documents for those considering a
career in computer science.

Writing help: Help in becoming a clearer, more effective writer.

Miscellaneous topics and humor: You have to take your mind off your work
once in a while.

Numerous Web sites provide information related to the topics of this book. The
Companion Web site provides links to these sites, organized by chapter. In addition,
there are a number of forums dealing with cryptography available on the Internet.
Links to these forums are provided at the Companion Website.

Many of the security techniques and applications described in this book have been
specified as standards. Additionally, standards have been developed to cover man-
agement practices and the overall architecture of security mechanisms and services.
Throughout this book, we describe the most important standards in use or being
developed for various aspects of cryptography and network security. Various orga-
nizations have been involved in the development or promotion of these standards.
The most important (in the current context) of these organizations are as follows:

National Institute of Standards and Technology (NIST): NIST is a U.S. fed-
eral agency that deals with measurement science, standards, and technology
related to U.S. government use and to the promotion of U.S. private-sector
innovation. Despite its national scope, NIST Federal Information Processing
Standards (FIPS) and Special Publications (SP) have a worldwide impact.

Internet Society (ISOC): ISOC is a professional membership society with
worldwide organizational and individual membership. It provides leader-
ship in addressing issues that confront the future of the Internet and is the
organization home for the groups responsible for Internet infrastructure
standards, including the Internet Engineering Task Force (IETF) and the
Internet Architecture Board (IAB). These organizations develop Internet
standards and related specifications, all of which are published as Requests for
Comments (RFCs).

ITU-T: The International Telecommunication Union (ITU) is an international
organization within the United Nations System in which governments and
the private sector coordinate global telecom networks and services. The ITU



Telecommunication Standardization Sector (ITU-T) is one of the three sectors
of the ITU. ITU-T’s mission is the production of standards covering all fields of
telecommunications. ITU-T standards are referred to as Recommendations.

ISO: The International Organization for Standardization (ISO)! is a world-
wide federation of national standards bodies from more than 140 countries,
one from each country. ISO is a nongovernmental organization that pro-
motes the development of standardization and related activities with a view
to facilitating the international exchange of goods and services and to devel-
oping cooperation in the spheres of intellectual, scientific, technological, and
economic activity. ISO’s work results in international agreements that are
published as International Standards.

A more detailed discussion of these organizations is contained in Appendix D.

ISO is not an acronym (in which case it would be TOS), but it is a word, derived from the Greek,
meaning equal.
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The combination of space, time, and strength that must be considered as the
basic elements of this theory of defense makes this a fairly complicated matter.
Consequently, it is not easy to find a fixed point of departure.

— On War, Carl Von Clausewitz

LEARNING OBJECTIVES

After studying this chapter, you should be able to:
Describe the key security requirements of confidentiality, integrity, and
availability.
Discuss the types of security threats and attacks that must be dealt with

and give examples of the types of threats and attacks that apply to different
categories of computer and network assets.

Summarize the functional requirements for computer security.
Describe the X.800 security architecture for OSI.

This book focuses on two broad areas: cryptographic algorithms and protocols, which
have a broad range of applications; and network and Internet security, which rely
heavily on cryptographic techniques.

Cryptographic algorithms and protocols can be grouped into four main areas:

Symmetric encryption: Used to conceal the contents of blocks or streams of
data of any size, including messages, files, encryption keys, and passwords.

Asymmetric encryption: Used to conceal small blocks of data, such as encryp-
tion keys and hash function values, which are used in digital signatures.

Data integrity algorithms: Used to protect blocks of data, such as messages,
from alteration.

Authentication protocols: These are schemes based on the use of crypto-
graphic algorithms designed to authenticate the identity of entities.

The field of network and Internet security consists of measures to deter, prevent,
detect, and correct security violations that involve the transmission of information.
That is a broad statement that covers a host of possibilities. To give you a feel for the
areas covered in this book, consider the following examples of security violations:

User A transmits a file to user B. The file contains sensitive information (e.g.,
payroll records) that is to be protected from disclosure. User C, who is not
authorized to read the file, is able to monitor the transmission and capture a
copy of the file during its transmission.

A network manager, D, transmits a message to a computer, E, under its man-
agement. The message instructs computer E to update an authorization file to
include the identities of a number of new users who are to be given access to
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that computer. User F intercepts the message, alters its contents to add or delete
entries, and then forwards the message to computer E, which accepts the message
as coming from manager D and updates its authorization file accordingly.

3. Rather than intercept a message, user F constructs its own message with the
desired entries and transmits that message to computer E as if it had come
from manager D. Computer E accepts the message as coming from manager D
and updates its authorization file accordingly.

4. An employee is fired without warning. The personnel manager sends a
message to a server system to invalidate the employee’s account. When the
invalidation is accomplished, the server is to post a notice to the employee’s
file as confirmation of the action. The employee is able to intercept the mes-
sage and delay it long enough to make a final access to the server to retrieve
sensitive information. The message is then forwarded, the action taken, and
the confirmation posted. The employee’s action may go unnoticed for some
considerable time.

5. A message is sent from a customer to a stockbroker with instructions for various
transactions. Subsequently, the investments lose value and the customer denies
sending the message.

Although this list by no means exhausts the possible types of network security viola-
tions, it illustrates the range of concerns of network security.

1.1 COMPUTER SECURITY CONCEPTS

A Definition of Computer Security

The NIST Computer Security Handbook [NIST95] defines the term computer secu-
rity as follows:

Computer Security: The protection afforded to an automated information system
in order to attain the applicable objectives of preserving the integrity, availability,
and confidentiality of information system resources (includes hardware, software,
firmware, information/data, and telecommunications).

This definition introduces three key objectives that are at the heart of computer
security:

* Confidentiality: This term covers two related concepts:

Data' confidentiality: Assures that private or confidential information is
not made available or disclosed to unauthorized individuals.

'RFC 4949 defines information as “facts and ideas, which can be represented (encoded) as various forms
of data,” and data as “information in a specific physical representation, usually a sequence of symbols
that have meaning; especially a representation of information that can be processed or produced by a
computer.” Security literature typically does not make much of a distinction, nor does this book.





